KELLEY DRYE & WARREN vrp

A LIMITED LIABILITY PARTNERSHIP

WASHINGTON HARBOUR, SUITE 400
NEW YORK, NY
CHICAGO, IL 3050 K STREET, NW
STAMFORD, CT WASHINGTON, D.C. 20007-5108

PARSIPPANY, NJ

202) 342-8400
BRUSSELS, BELGIUM ( )

AFFILIATE OFFICES
MUMBAIL, INDIA

September 23, 2008

VA ECFS

Marlene H. Dortch

Secretary
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Re:  CPNI Certification of Communications Options, Inc.

Dear Ms. Dortch:
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DIRECT LINE: (202) 342-8640

EMAIL: dcrock@kelleydrye.com

Attached please find the annual customer proprietary network information
(“CPNI”) certification of Communications Options, Inc. If you have any questions about this

filing please feel free to contact the undersigned.

Sincerely,

St e f

Devin L. Crock



COMMUNICATION OPTIONS, INC.
ANNUAL CPNi COMPLIANCE CERTIFICATION
At 47 C.F.R. § 64.2009(e)

I, Stephen K. Vogelmeier, President of Communication Options, Inc. (“Company”), do
hereby declare under penalty. of perjury and in accordance with 47 C.F.R. § 64.2009(¢)
that for the year 2007, based upon personal review, the Company has established
operating procedures that are adequate to ensure that the Company is in compliance
with the FCC Rules as set forth at 47 C.F.R. Part 64, Subpart U. Attached fo this
cértification of compliance is an accompanying statement that explains how the
Company’s operating procedures ensure that the Company is in compliance ‘with fhe
applicable rules. | declare under penaity of ‘perjury that the- foregoing, as well as the
enclosed Accompanymg Statements and Summary of Custgmer Complaints are true
and correct fo the best of my knowledge and belief. '

Date



ACCOMPANYING STATEMENT OF COMMUNICATION OPTIONS, INC.
REGARDING ANY ACTIONS TAKEN AGAINST DATA BROKERS DURING 2007

Under current Communication Options, Inc. (“Company”) operating procedures in
regard to the protection of CPNI, Company personnel are forbidden to divulge CPNI to
any unauthorized person. Requests from any person or entity for CPNI where that
person or e‘niity is‘ not the‘ customer of re‘card for that pa‘rticufar ac"c‘ou‘n‘t a're denie‘d

lmtlated conta(:is whether over ’the telephone or on-tme or ,’,n. ,pers_en gre in ;J,la,ce
Those operating procedures-ensure that CPNI is not shared with data brokers,

Based on information provided by those Company department heads ‘who manage
employees who have access to CPNI and who are responsible for responding to
customer initiated requests for CPNI, the current Company eperatmg procedures
regarding the protection of CPNI and- the safeguards that are in place in the business:
office ‘to prevent the unauthorized release of CPNI to data brokers are sufficient and
‘adequate and. efisure that no unauthorized release of CPNI to data brokers occurred

difring 2007,

Based on my review of the:Company Statement of Pelicy and the Company Operating
Guidelines wit _h have béen provided to all appl:cabie employees wzth access 1o 'CPNI,
as'well as my review of the Company operating procedures espec"‘"‘ ly those related fo
customer initiated tacts, whether in persen, over the phone or¢ S
my khowledge .and belief, the Company dunng 2007 took all. netessary actions to
prevent the unauthorized release of CPNI-to-data brokers.

Respecifully Submitted,

Pressdent



COMMUNICATION OPTIONS, INC.
SUMMARY OF CUSTOMER COMPLAINTS
REGARDING UNAUTHORIZED RELEASE OF CPNI DURING 2007

To the best of my knowledge -and belief, Communication Options, Inc. had no
unauthorized releases of CPNI during 2007.

Respectfully Submitted,

Stpfien K. Vogelmeiey

Presiderit



ACCOMPANYING STATEMENT OF COMMUNICATION OPTIONS, INC.
REGARDING COMPLIANCE WITH CPNI REGULATIONS FOR 2007
AT 47 C.F.R. § 64.2009

in order to comply with the FCC rules set forth at 47 C.F.R. Part 64, Subpart U,
Communication Options, Inc. (“Company”) has created a Company Policy document
which fully acknowledges the Company's commiiment fo protecting Customer
Proprietary Network Information (“CPNI") and which informs its employees and any
‘agents acting on the Company’s behalf that they are required to follow the specific CPNI
Operating Guidelines which accompany the Company CPNI Policy Statement. (See
attached.) The Company CPNI Operating Guidelines set forth the specific Company
policies and operating guidelines- that are to be used by all-employees in regard fo the
permitted use, disclosure and protection of CPNI. {See the attached summary of
Company guidelines.) The guidelines were developed and are maintained so as to be-in
compliance with 47°C.F.R. Part 64, Subpart U. A copy of the Company's CPNI Policy
Statement and the CPNI Operating ‘Guidelines were¢ each sent to all management
employees. Training sessions were held to educate those employees with access fo
and who administer CPNI -on behalf of the Company including all applicable rion-
management employees. '

In -addition, the Company also provides a copy of the document entitled “Secrecy of
‘Communications/Confi dentiahiy of Customer Communications” to each employee
annially and requires written conf rmatson,. fr -every employee: tha 'they have read and
understand the Company. Polic th in ;

personal copy: (See attached) These wntten ‘confi rmatnens e on
Company's Human Resources Depariment. Also a copy of the document is prov:ded to
all new -employees and written acknowledgemient is requited at the beginning of

employment.

estabhshed 'i;bpeﬁaitirgg ;pr.aeedur@fs that ;_ai:ré,.adequaviéta eﬂ_sur;eg e@?ﬁfpiijancéfw;'th thé"FClC‘
Rules-as set forthat 47 C.FE.R, Part 64, Subpartu regarding the protection of CPNI

Respectfully Submitted,

Président



COMMUNICATION OPTIONS, INC.
STATEMENT OF COMPANY POLICY

When referred to in the guidelines set forth below, “Company”, “we”, or “us” refers to and
includes alf ernployees, associates, and agents of Communication Options, Inc.

Communication Options, Inc. (“Company”) has a duty to protect the confidential
Customer Proprietary Network Information (‘CPNI”) of our cusiomers, other
telecommunicationis carriers, and equipment manufacturers. Therefore, all employees
and agents of the Company shall follow the following guidelines:

CPNI ‘is any information that relates to the quantity, technical’ configuration, type,
destination, and amount of use of a-telecommunications ‘service subscribed to by any
customer of a telecommunications carrier; and that is made available to the carrierby -
the customer solely by virtue of the: carrier-gustomer relationship. GPNI also includes
information contained in the bills pertaining to the telephone exchange service or
telephorie toll service received by-a customer of a carrier.

. Prepnetary information: of our customer, other telecommunication carriers, and
equipment manufagturers is protected: by Federal law.

s CPNI which the Company obtains from another catrier for the purpose of
providing a particular telecommunications service may be used only for the
provision of that service, and may not be used for any otherwise unrelated:
‘market efforts.

» Individially identifiable CPNI that'we obtain by providing a ’Eelecommumcattons
service may ‘be. used, disclosed, or released ohaly in the. circumstarices as set
forthritrthe Company’s CPNI'Operating Guidelines:

A supervisor must authorize the release of any CPNI by sales personnel.

The Company takes seriously the protection of our custeniers’ CPNI, and in
accordance with 47 :-CFR 64 2099 wm be subject te dss ,p!mary revsaw fcr

yloiatton of the p
have any questions ¢ ,,.5?req;;;re add:f:onal mformatlcn




Communication Options, Inc. (Company) adheres to the following
guidelines:

General Company Policies

The Company uses, discloses, or permits access to CPNI to protect the rights or
property of the carrier, or to protect users of those services and other carriers from
fraudulent, abusive, or unlawful use of, or subscription to, such services.

The Company shares CPNI only among the carrier’s affiliated -entities that provide a
service-offering to the ciistomer. Except as noted herein, the Compaﬂy does not share
CPNI with its affiliates from which its customer does riot take service:

The Company does not use, disclose, or permit access to: CPNI to market to a customer
service offerings that are withina category of serviee 1o which the subscriber does not
already subscribe from the:Company, unless the Company has customer approval to do
s0, except in accordance with exceptions described below that are consistent with 47
CFR'§ 64.2006(c), or Section 222 does not apply to the service offered.

Company Policies Regarding the Nofice Required for Use of Customer
Proprictary Network Information.

ny provides notification to the

Priorto any selicitation-for customer approval, the Coi : _
osure of, and -access to that:

‘customer of the customer's r:ghts to: restrict use of, dis
customer's CPNL.

: er opt-m a;zzproval
1, fer the urpose of rharketing

fliates that provide
: ser‘vices and rts ;omt venture vpa’rtners; and mdependent

8, d:sc!oses or permrts

C@mmumcatzons Act of 1934, as aménéed,‘ fh o
. 'Optm approval only.

access to its. customer’s..l,nd'ivfidua}{y»i‘éenﬁﬁabfe-:GPV Il subje
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Company Policies Regarding Safeguards for Use of Customer Proprietary
Network Information.

Marketing

The Company maintains a record, electronically or in some other manner, of its own
and, as may exist, its affiliates’ sales and marketing campaigns that use its customers’
CPNL. The Company maintains a record of all instances where CPNI was disclosed or
provided to third parties, or where third parties were allowed access to CPNI. The
record includes a description of each campaign, the spec;ﬁc CPNI that was used in the
campaign, and what products and services were offered as a part of the campaign. The
Company retains the record for a mihimum of one year.

Customer Service

All Comipany Service Representatives are trained and have an understanding of when
they are and are not authorized to use CPNL. All Company employees are requnred to
follow Company guidelines regardmg the confidentiality of CPNI, and the Company has

a disciplinary process in place.

net work properiy, to éuch a degree that ccnsumers mabmty to th—eut is more than an
anomaly.

Ciistomer nitiated Teiephone Contact

.t uniess one of the
shed passworci to the

représédtatwe calls ihé éééiémer back af the te!ephbne numbér of record in order to-

Page 2 of 3



disclose any requested specific call detail record information; or (3) the Company
customer service represeniative mails the requested call detail information fo the
customer’'s address of record. However, if we choose to use passwords, the
passwords must not be publicly available personal history information (such as a
social security number or @ mother's maiden name).

On-Line Account Access

On-line account access to all CPNI (not just call detail information) must be password
protected. The Company already utilizes password protection on all on-line account
access:

Retail Location Account Access

Customers requesting CPNI at a retail location where they walk into a business office
must produce-a valid photo identification matching the customer of record name on the
customer account.

Notice Requirements — Account Changes

The Company must have procedures in place fo immediately notify a customer of

changes: te the. fstomers -account; including whenever a password, customer
€ ated b f authentication (i.e. shared secret),

online accountor, adrdress of record |s created ot-changed.

Notice Requiremerits — Breach of CPNI

ekpenendéd a V(t;:}_’ach and then nottfymg iaw erffercement whtch mciudes the 'Secret,
-Service and the Federal Bureau of Investigation.

Record of Breaches and Notification

We also keep rd of all discovered notifications of law enforcement. We also have
procedures in place‘to riotify law enforcement: pursuani 6 FCC rules and procedures.
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COMMUNICATION OPTIONS, INC.

SECRECY OF COMMUNICATIONS/CONFIDENTIALITY OF CUSTOMER COMMUNICATIONS

The responsibility of the Company and its employees is to mainfain the secrecy and confidentiality of customer
communications because the public has placed its trust in the integrity of the Company and its employees. This ‘segrecy
and confidentiality is a requirement of Company rules, pursuant to Section 222 of the Commiunications Act of 1934 as
amended and any applicable federal laws.

Definitions

Customer Communications — A customer voice or data communication, made in whole or in part by wire, cable,
microwave, or other means for the transmission by a telephone company of communications between the ponnt of
.origin-and the pomt of réception by a telephone company.

Ciistomer Information ~ Information regarding a customer of COlI or information regarding the services or
g ‘1pment ordered and used by that customer. The term includes the customer’s name; address-and telephone
er occupairon mformatlon concermng toH calfs, coﬂect calls and thtrd party b:lled cat!s local message-detail

T .__also includes brils statements credlt hnstory, toll records whether on paper, mfcroﬁche or
e’i ¢ctromagnetic media; computer récords; mterexchange carrier selection; sérvice problems and annoyance:call
records

‘Secrecy of Comminications includes, but are not limited to-the following:

‘on-voice communication or divulge their
business..

-DONOT tamper with or intrude upon any type of transmission-or commiuhications be if voice, non-voice, data,
sele. except @s required to provide service:

Ay conversatxon between customers -any transmission or datg orany- other
éxistence, except as required:in‘the proper management.of the

DO NOT listen to, menitor-or record ;

DO-NOT use; personally‘or-for the beriefit of others, information from:any ¢ommunication.

=Em’ﬁibyeeﬁsasﬁﬁmeﬁwar‘ne‘ T Manager's Printed Name

Employee's Signature: T Wanager's Signature

Date:

Date
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